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Preface

Information and Proprietary Rights

Further information about the company and our pitects may be obtained by calling tel. no. (+46) 8 545 47& 30
via Internet: http://www.snowsoftware.com. On our Web server you can find corrections, hints and any available
additional tools free of charge.

Snow is a result of many years of working exgrece with large and complex networks. Routines, batch files and
executing code shall be regarded as the property of Snow Software AB. lllegal use or copying will be prosecuted.
When purchasing Snow licenses, the customer will be granted the right to ose Bmited to the number of users
that the license covers.

Style and conventions

Special Bolds used to highlight important words or phrases.

As a visual effect a different font has been used (Courier inste@alifr) to indicate file name andxtracts of text
files. The same font has been used to illustrate command prompt.

Example extract of text file:

snow.ini:
[application]

Version=0503960

Example command prompt:

0: \ snow\ snowgrp32 /v






General Description

Snow Distribution

Snow Distribution comprises a set of tools that allows you to distribute and install software changes to an
enterprisewide PC population. Using Snow Distribution it is possible to make both small anddatgehanges to
your managed PC population.

Snaw Distribution provides installation and version control. It also provides updating of configuration files and the
system register, as well as a very fast copy function for distribution of files.

What does an Installation Program do?
A software installatin program usually carries out the following basic operations:

Unpacks program files to a given area on the server

Configures system files according to the user's instructions

Writes changes to Windows system registry database

Installs program icons or criss program groups on the user's desktop

=A =4 =4 =4

Previously the program files were usually unpacked to disk by the network administrator. The users themselves
then carried out the node installations to update their respective usetugst The disadvantage of tlpsocedure

is that users influence the program sap, which again makes user support difficult in case something goes wrong.
This is being addressed by Snow through giving the administrator complete control over the entire installation
process.

By carryig out a node installation on a template user, the effect of the installation program is simulated. Then
other options are adapted, so that the program complies with the company's requirements. Thereafter the
administrator uses special tools/procedures ider to find the following:

1. New files, which might be located in the users home directory and the waiiae's Windows directory.
Thenew files are moved to a separate area under the Snow directory. Many installation programs are
also copying unnecessdiiles to the user's home directory. By using Snow we are removing redundant
files that otherwise would waste disk space.

2. Changes in Windows system files and other INI files. This involves among others system.ini and win.ini.
The changes are singled out astdred in separate text files.

3. Changes in Windows system registry. The changes are detected, adjusted as needed and stored in
separate text files.

After the above steps have been carried out, the node installation has been implemented once and famall. Th
the administrator distributes the program icon to the user's desktop. Now the system is ready for the user to run
the program for the first time.

The instructions necessary to install the software are contained in a Package. This package is creRedalted

a Reference PC. After creation, the package is stored on a file server. When you wish to install the package on a
Target PC, you instruct your target PC to collect the package from its file server and carry out the instructions
contained in thepackage.



The Reference PC is the PC on which you create a new package. In most production environments a PC should be
set aside for this purpose. Since a package is created from changes, the state of the PC before the installation of
your software is of tile consequence.

The Reference PC should have the same operating system as the target PCs on which you wish to install the
finished package.

Snow from a User's Point of View
When the user doublelicks on the program icon in Windows, Snow will check dHewing:

Has this program previously been run by the user? If not, the program has to be installed.

If the program has previously been run by the user, is this the latest version of the program?

If not, the latest version of the program will be install@ad setup files will be changed. The information regarding
the version is located in the file version.ini on the user's folder. (Please note that the administrator shall decide
whether the program shall be fiastalled or the existing satp shall be adjsted. Therefore the changes in the
program do not necessarily require airestallation.)

If the answer to one of the preceding questions is negative, Snow will start installing the program.

The installation procedure itself is described by the administrati the filesnow.inj which is located in the Snow

folder. Snow does not use a complicated script language, but a set of basic commands in an .INI file that is easy to
understand. If the user does not provide any information, the system will be corfigarcording to the INI files
described above. Dynamic user variables such as user name, Windows folder and date/time will automatically be
added both to the .INI files and the system registry. Folders will be created if needed, and necessary files will be
copied. Thereafter Snow will start the executable that represents the user program, and then terminate itself. In
other words, Snow will not be resident in the system, and does not involve any changes to the Windows Explorer.

Snow.ini¢ The Application Btabase

The Snow Application Database is designed to be both simple and powerful for systems administrators, without
requiring advanced programming skills. It is structured as an .INI file with sections representing collections of
commands. Keywords represt the commands and the values are strings with either functions or values to be

executed. The commands are divided into installation commands and run commands. The Application Database

can consist of one or momnow.inifiles, also known as script fileghe files are linked together through the
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must be namednow.ini

When you start Snow Distribution, a parameter must always follow. gdrmeter is a section name in the .INI
file.

This means that each application has its own secti@now.ini When you start Snow Distribution by using a
parameter, Snow will read all the keywords under the section name and execute these commanddaima ce
order. Keywords isnow.inido nothave to be listed in a certain order. Snow will do this for you.



Example of a snow.ini file:

[Notepad]

Name=Simple text editor

Version=0205961

Run=%WindowsDir()%notepad.exe p: \ dok\ readme.txt

Dir=p: \doc

Copy=0: \ snowA notepad \ doc\ readme.txt p: \ doc

When you start Snow with the parameten snowisnow NotepadSnow will read the parameters that have been
set up under the Notepad section. If the keywardrsionhas been set up, this means that Snow will look for a file
namedversion.inin order to check the version of the application. After Snow has executed all the commands in
the section, the version.ini file will be updated with section name and number.

Example of a version.ini file:

| notepad=020596 |

The next time the pplication is started, Snow will find that the version numbers agree, and it will start only the
commands following th®unkeyword. Please note that version files can be used in other places than the Windows
folder. If so, set up the keywordersionFilepr evenPrivateVersionFileThis may for instance point at the user's

home folder, as shown below:

| PrivateVersionFile=p: \ configuration \ version.ini

This provides better control in dividing the configuration between user and workstation.

Snow Menu
A Windowsmenu is built up with shortcuts and pointers to the correct menu folders in the system registry
database. Here the network operating system is used in order to set the user rights on the menu files.

Snow Menu creates these links on the local hdride (oroptionally on a network drive), based on the application
database.

Snow Distribution Overview

Snow Distribution is based on Pull or-Damand technology. This means that the application is distributed only
when the user asks for it by choosing it from thenu.

1. Windows Startup

% Snow DB
Ty

3. — |

Creating Menu
_ I 2.
Word

Notes

[~

[,

1.
Snow Menu reads DB
| B B

IE 4.0

sireess,

srreeed, ses0884




Each time a user starts Windows, Snow Menu is run duringgparBnow Menu reads every script in the Snow
Distribution database (1.), and based on the rights to the applications in the Snow database (2.), a menu icon is
created for each of thapplications the user has rights to (3.). The user is presented with the actual icon for the

application, not a setip icon.

2. Checking version
Snow DB

4' T
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Word

5.
Notes
Version=12 s
|| Notes Excel J&
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When the user chooses an icon from the menu (4.), Snow Distribution takes control and checks a version number
to decide if the aplication has already been installed (5.). If the version number in the database is different from
the version number on the workstation...

3. Distribute and Execute Application
Snow DB
Y
6 M
Package is distributed to Workstation... Word
]
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) i[ﬂ‘t
- S 1IE 4.0
...and then started.
-
Zrrree, Grirees,

.. the application is installed and then started.



4. Execute Application
Snow DB
l‘ T
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Word
2. Notes
Version=12 s
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Version=12 S — ‘3‘ -
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The next time the user chooses tledn (1.), Snow again checks the version numbers (2.). This time they are
identical and Snow skips the installation part and just starts the application (3.).






Installation and Configuration

Installation

When installing Snow, you initially have to decideane you wish to install the program. We recommend that
Snow be installed on the network disk from which most Windows applications are run.

After deciding where to install, put your Snow CD in d: and tyjpsetlp. This will launch the automatic sektract
application. Follow the instructions in the installation program.

At this point, you should define the access rights on this folder, so that those individuals who are going to use Snow
are allowed to read this folder and all its sfdiders.

After Snowhas been installed, you can start building the application databassrfiler.ini Each application you
wish to start and install by the help of Snow, must have its own section in this file.

Thesnow.inifile, located in thé snow folder after installatin, should be edited so that "PrivateVersionFile" points
to the user's folder.

snow.ini

[Snow]

SnowDir=%ApDir()%

VersionFile=VERSION.INI

PrivateVersionFile=P: \ SYSTEMVERSION.INI

Global variables used for all Snow applications are placed beneath the [Sratiohs The keyword "VersionFile" is
the .INI file that SNOW is using for version control. It is usually located in the users (or more precisely the
workstations) Windows folder. In order to separate the user definitions from the physical PC definidon, th
keyword "PrivateVersionFile" is also used. This keyword should point to the user's home folder.

This section may be expanded by any variables, e.g. DAD®IRA. All keywords that are put under the section
[Snow] may be used later as variablestow.ir and all INHand REHiles that are being merged through Snow.

Variables will be read in the following order:

[app] section in thesnow.inifile

[Snow] section in thenow.inifile

All DOS environment variables can also be used.



Application startup flowchart

The user picks an
application from the
Menu (oricon)

4

Snow starts, using the
programname as
parameter, and

investigates snow.ini

Snow.ini

Version.ini

Y

sthe selected progra
he most current versio

yes

Snow installs program

|

Snow kickstarts the
application and
terminates itself.
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=
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Snow Menu SnowGrp32
The Windows interfac&xploremses shortcuts to present applications to the users. These shortcuts are small files
that are originally pointers to a folder, a PC or a program.

Snowgrp32.exe is Snow's menu generatorddibit operating systems SnowGrp32 generates menus based on
keywords in the application databasmow.ini.Snowgrp32.exe has to be stored in the same foldesrasv.ini
SnowGrp32 is run without parameters, reading@ibup=keywords fromsnow.ini

Syntx for theGroup=keywords is as follows:

Group="<path to shortcut>" ["<icon - file>" [<iconnumber.> [<run mode
constant>]]]

The references to the path must start and end with quotation marks. Only the path to shortcuts (.Ink file) is a
mandatory parameterThe other parameters may be omitted.

Icon file: File that contains the icon required for the application icon number.

For files containing several icon descriptions, the icon number may be indicated here. The alternative icons and
their succession are mbeasily found by looking up the properties on the shortcut in question and count your way
to the required icon. Remember that the first icon counts as zero.

Run mode constant: Indicates how the program window should appear.
The constant may be the numis®, 3 or 7. The alternatives are as follows:

0 The program starts in a normal window.
3 The program starts in a maximised window.
7 The program starts in a minimised window.

As mentioned, the last three parameters may be omitted. However, if used,déegnd on each other. If you
choose to specifyjun mode the two preceding parameters must be included. The icon file may stand alone.

If the path indication in the first parameter does not point to a valid file location, the program will assume that the
value of the string in front of the first backslash contains the value of an element in the system registry, namely
location:

\ HKEY_CURRENT_USERoftware \ Microsoft \ Windows\ CurrentVersion \ Explore
r\ ShellFolders \

The elements may for instance be "Start Merfcdrresponds with the Start button) or "Desktop” (corresponds
with the user's desktop). These elements are established and maintained by Windows and may vary somewhat for
different Windows platforms.

The example below shows the use of an arbitrary vaeidit is being defined isnow.inj namely the variable
Menu.Keywords that are not significant to the example have not been includsdaw.ini

11



[Snhow]

Menu=Start Menu \ NetMenu

[Snow Menu]
FlushRate=%Time()%
Flush="%Menu%"

[SnowPrint]

Name=Startup of SNOW PrintManager
Version=2606962

Run=o0: \ snow\ snowp32.exe

Copy=0: \ snow\ printdrv  \ *.* %SystemDir()%

Group="%Menu% Snow PrintManager" "o: \ snow\ snowp32.exe" 0 0

This INI file will cause the creation of a shortcut to Snow Print Manager under a folder named3Netdzé = ¢ KA OK
will again appear as an element on the user's Start button.

In addition, it is possible to specify an alternative file in order to decide whether a user will be given access to the
icon. If the keywordhlternative= points to an existing filét, is assumed that the icon should be created. This will be
the case if Snow sets up an application on the user's C: drive, where the application is not accessible until AFTER
the setup routines to Snow have been run.

Snow Menu can easily clean up unwaahicons. To implement this feature, create a [Snow Menu] section in the
snow.ini(note the space), and set the FlushRate keyword to %Time()%, %Day()% etc. to implement flushing EVERY
time, each day and so on. The Flush keyword should point to the mehstibald be flushedNote: this is a

filename, so you will need quotes since the menu contains long file names. The Mask keyword is optional, and
defaults to *.Ink. However, if you enter *.* instead, EVERYTHING will be deleted beneath the root, inatupling e
directories.

Snow Debug Monitor

The Snow Debug Monitor has been created to aid in the debugging of installation scripts. To enable the Debug
Monitor, start it up as a standalone application before you test the script in question. Any Snow module that
supports the debugger will then connect to it, and register events as they are processed. Remember that the
SnowDBG.DLL file must be available either in the .exe file folder or in the path. It is not advisable to make this file
available to all users.

TheDebug Monitor
Snow Debugger !EB
R ) (3] b ? fat

| Break : Step Go Halt Clear Optionsg About Exit

Trace Mode - 1 stepls). Delay O ms

12



Description of the functions

Break
Stops the interpretation of the running script.

Step
Signals processing of one command (or more if set in Options) in the active script.

Go
Continues running the stopped script.

Halt
Terminates executioof the script.

Clear
Clears the evenlibgging window.

Options
Sets options

¥ iDump to File
.............................. . I
File Marne:
[E:ASNOW32ubin SHOWDBE. TXT el |
Empty File |
— Trace — Dizplay
Stepztogo: |1 = ¥ Cool Buttons
¥ Tool Tips
Step Delay: I 3 n
cplEe: | = e ¥ Sequence Murmber
V¥ Start in Trace Mode ™ Application Mame
Exit

Terminates the debug monitor.



Snow Admin Service

SnowAds.exe

SnowAdSs the Administration service for Snow Distribution. It should be installed on all NT, Windows 2000 or
Windows XP workstations, or NT/2000/XP Terminal Server Editions where the users are likely to initiate installation
of applications that require changés parts of the operating system, and where the user lacks sufficient rights.

The service is installed as follows:

SnowAdS /INSTALL

No messages will occur. The user must have sufficient rights to install a service to be able to perform this
operation.

It may be uninstalled by

SnowAdS /UNINSTALL
¢2 &aSi dzlJ I aSOGA2y GKIFG LISNF2NXa 2LISNIdAz2ya GKS dza SN
option. All keywords in that specific section should apply only to maetpeeific settings, e.qg.
HKEY_LOCAL_MACHINE, files in %SystemDir()% and so on. All functions and environment variables will be
evaluated in the user context, and it is therefore important that only maciijpecific settings are used in this
section, and corresponding .INI, .REG arXT files.

All .INI, .REG and .TXT files are also parsed in the user context, before being temporarily stored on the local disk. A
message is then passed on to the service, and a second instance of the Snow32.Exe file is started, the sole purpose
ofwhichAd A& (2 LISNF2NY GKS YIOKAYS RSLISYRSyd Ayadalttlaa

The LocalSystem account has no restrictions on the local machine, but the operating environment is somewhat
different from a normal user environment. Firshere is no HKEY_CURRENT_USER. LocalSystem do have full access
to HKEY_USERS, but does not have a private user hive. Also, LocalSystem is not authenticated to the network, and
Oy GKSNBT2NBE y2i I 00Saa TAfSa dhyhe Sedvdr)SAlsd, BoNdapiNgs ord dzy £ S 3
substituted drives exists.

Terminal Server Issues

Under Terminal Server, the %WindowsDir()% function returns the user's private Windows folder rather than the
regular Windows folder. You can get the regular Windowdefoby addressing the %windir% environment

variable.

When using .INI files on TSE, make sure you specify a destination folder, otherwise you may end up with a conflict
between the version in the private windows folder and the one in the common windowsrfdldhen using Setlni
or Getlni, use full path.

Since the VersionFile is a regular .INI file, make sure you use either an absolute path that all users have access to, or
use the Options=RegVersion to store the version file in the registry (HKEY_LOCAINBJACHI

If you use any functions, they will be evaluated in the user context. The INI, REG and TXT files are all parsed before
passed on to the service, so any references to user information will reflect the user who initiated the installation.
Anyinteracti6 Fdzy OliA2ya eAff faz2 | LIISIN 2y G(GKS dzaSNDa asSaa
al 1S &adz2NB &2dz R2y Qi dzaS lyeé AyGSNIOGAGS 1Sepg2NRa oasSi
both on the client session and on the server console. Since no one (usually) sits on thasiE; the client will

appear to hang while waiting for the server to finish. Please note that any errors will appear on the TSE console.
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HTTP and FTP Support

Snow Distribution version 3.5 introduced support for HTTP and FTP communication with the &bamibUpload
keywords. Currently these keywords and functions support HTTP and FTP transfer:

Download
Upload
UploadDir (only supports FTP)
Setup

Msi

Reg

Ini

Copy
Include
Txt
FileExists

=

=4 =4 =& 8 -8 -8 -8 A -8 -2

See the reference guide for an explanation and example on eattesé keywords and functions.

When using HTTP and FTP transfer, remember that the URL must be preceded with http:// or ftp:// to tell Snow
which transfer protocol to use.

FTP Passive mode

Many firewalls will not allow the FTP server to open a connectiom foutside to the higher ports where the FTP
Oft ASyid O2YLRYySyld SELSOGE GKSY® | 2dz Oby 3ISiG {y2¢ (2
UploadDir=dtmp ftp://<username>:<password>,p@www.snow.no/testsnow/snow

Here we log in to anTP server with a username and password, and direct the server into passive mode.

Windows Vista User Account Control support

Snow Distribution now supports application distribution to Windows Vista based systems with User Account
Control (UAC). This requg¢hat the Vista workstation has the Snow Admin Service installed and that the
distribution scripts are configured to use it.

When installing from Windows Installer packages (.msi files) or setup.exe files using MSI= or Setup=, the option
called UseLocalstall must be used together with the service option.

Example:
[Adobe]
Options=Service UselLocallnstall
msi="%packetdir%oAdobe Reader\@6roRead.msi"

For normal Snow Distribution scripts the service option is sufficient.

When UAC is disabled, Sn@istribution behaves exactly like it did for previous versions of Windows.

15



Snow Distribution Uninstall

Snow Distribution supports uninstalling applications that are distributed by Snow Distribution. This new uninstall
method is based on a local repositampich is created during the distribution/installation process on the local
computer.

Snow Distribution Uninstall can be separated into three parts:

Logging to the local repository during installation (distribution).
Uninstalling an application using & /US switches with Snow32.exe.
Automatic uninstall of applications the user no longer has access to, based on group membership.

Logging to the local repository during installation

This is done by Snow32.exe for each application except those that ha@pseh=DontUseRepositaryogging to

the repository is always done locally, i.e. each computer will have its own repository. If access to an application is
controlled byMemberOfkeywords, aMemberOfcheck is performed before the application is installed. If the check
fails, the user is presented withdb 2 (i | £ f 2 éanfedRagé. # SnbwB2A déke i$ riinQwith either of the switches;
/U or /US, Snow Distribution will uninstall rahthan install the application, and will thus ignore the installation
keywords in the application script.

To prevent logging of an application script to the repository, the Distribution Administnatist use the option
'DontUseRepository’.

Uninstallingan application using /U or /US switches with Snow32.exe

The commandSnow32 <application> /hstructs Snow Distribution to uninstall the application based on

information contained in the repository. The repository contains information on each file amtsenstalled with

an application. Snow32 reads this information, and based on the file count for each file, decides if the file should be
deleted (count = 1), or decrease the counter only (count > 1).

The /US switch instructs Snow Distribution to unatisan application using the Snow Admin Service. When
Snow32.exe encounters this switch, it instructs the Snow Admin Service to launch Snow32.exe with the /U switch
in its own security context.

Automatic uninstall of applications the user no longer hascass to

Snow Distribution records application access control withMemberOfkeyword to the repository. The Snow

Admin Service will routinely check each application's membership access and remove those applications the user
no longer has access to. Thigans that an administrator can control a user's access to applications by group
membership in domain or active directory groups.

16



Snow Distribution Manager

Introduction

Welcome to Snow Distribution Manager, the administration tool for creating anidtaiaing Snow Distribution
packages. Snow Distribution Manager features the Package Builder with the Add Application Wizard for
automatically creating distribution packages, as well as a powerful Script Editor for advanced script customization.

Starting r the first time

The first time you start, Snow Distribution Manager will prompt you for some information. A welcome wizard will
guide you through the tasks of setting a template, providing serial number information, and selecting or creating
the snow.inidatabase.

Login
Login

Lzer name:

Adrminiztrator

FPazzword

xxxxxxx>1

(1] l [ Cancel

If the user you are currently logged in as is not a member oSt@wDistributionManagegroup, you are

prompted to log in. The user name you enter must be a valid user with administrator rights, and must be a member
of the SnowDistributionManagegroup. This group is automatically created upon installation of the Distribution
Manager.

17



Menu and Toolbar Commands

File
New

| Script File|

File:
File M ame: [Snovsin

Create In:

Licensze |nfarmation

Compary Mame:

Serial Mumber:

| Create H Cancel

The New Script File dialog lets you fill in the file name and the file location of the new scigtyildl as license
AYF2NXIGAZ2Y ySOSaalNE F2N) GKS {y2¢6 S5Aa0NROodziA2Yy 9y 3AAY
new file. This will clear the package view and display the new empty script file.

Open
Opening an existing scriptdilvill clear the package view and display the opened script consisting of one or more
script files. A file history of the five most recently opened files is available on the menu or toolbar.

Save
Saves the script files to their respective locations.

SaveAs
Saves the script file with a new name.

Exit
Exits the Snow Distribution Manager, prompting you to save any changes not yet saved.

Actions

The Actions Menu is a dynamic menu in that it changes menu items according to which tasks you are currently
performing. This menu is also available as a-pppnenu, by rightlicking on an item you want to perform a task
on. The individual menu items are documented later in the text, under their respective topics.

Tools

Repository

The Snow Distribution Manager Refiosy consists of global variables and dialogs available for selection to be
inserted into script. Variables make the scripts more flexible and easier to read. Dialogs are variables based on the
Ask function. The repository is available form agpmenuwhen rightclicking in any text box in the Package

Builder, and in the Script Editor.
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Variables

New
This will create a new variable which will be stored in the repository.

Import
It is possible to import variables from the Snow section of or@w.inifiles.

Using the Variables Dialog

Insert a variable into a text box in the Package Builder or in the Script Editor brigtit O1 A y 3
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